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Abstract—We begin exploring the prevalent challenges in
the federated learning frameworks.Robust federated learning
procedures require development of algorithms that have efficient
resource utilization,are communication efficient and provide
defense to data leakage” attacks.To address these concerns,we
summarise the works of [1] and [2].[1]develops a control algo-
rithm that solves the distributed gradient descent problem with
budget constraints.[2] develops a CAFE loss that demonstrates
very high data leakage in the vertical federated algorithms.

I. INTRODUCTION

N a decentralized setting, where there are multiple clients

and a server, the goal typically is to learn a global shared
model utilizing data from the participating clients. In the case
if there are multiple users who want to contribute in the train-
ing of the machine learning model, a more traditional approach
was to make the clients upload their training data onto the
server where the model gets trained or queried[3]. However,
practically, this approach leads itself to higher communication
costs and privacy vulnerabilities. Concretely, when the size of
the training data is large, more bits of information need to
be uploaded to train the machine learning model. From the
perspective of privacy, we can see that a malicious server has
direct access to training data thus compromises the privacy of
the clients. To mitigate these concerns, [3] proposed a method
called Federated Learning.

Federated learning methods are divided into two types:
Horizontal Federated Learning (HFL)[3] and Vertical Feder-
ated Learning (VFL)[4].Consider mobile phone applications
where different users want to jointly train a machine learning
model. The different data from each user can help contribute
train a machine learning model at the cloud server[3].If we
assume that the samples at each device have the same feature
space we have the HFL setting. Typically, HFL settings have
the entire dataset distributed across the clients such that each
client has only the subset of the training samples - typically
disjoint. Simple cases assume that the data-distribution of the
client’s data is IID although recent research in non-IID[1]
cases show promising results with regards to convergence of
algorithms. In the conventional setting of HFL[1], [3], each of
the clients does local update and communicates the updated
parameters to the server. The server then does an averaging
of the parameters and updates the resulting model before
communicating them to the clients[3]. This setting allows a
learning of the global model without having the client to
upload their training data,thus providing relatively a higher
level of client privacy. This setting also allows for more than
one update of the model parameter at the client side before
global aggregation but would be sub optimal because of a non-
IID distribution of data at every client[1].Thus, an interesting
problem become to solve for optimal weights with this non-

IID distribution without requiring the clients to upload their
gradients at every iteration of the algorithms.

Another federated learning algorithm can be if the clients
are medical institutions who have different test results for
the same patient [2]. In this case, the features have been
partitioned at a client level for the same users.Learning in
this setting is called VFL [5], [4], [2].This method [5], [4],
[2] requires the clients only have a subset of features of all
the samples of the training dataset ; the labels are kept only
at one party which is typically the server. VFL in the liter-
ature assume either jointly learning a global (or centralized)
model[4], [2] or a distributed model[5]. The VFL learning
framework in [4] is closer to the HFL case where all the parties
are learning the same global shared model. In this method,
the clients exchange the intermediate results computed from
the local features with each other and compute the gradients
locally before uploading them to the server—-"local” here
means on every client or server it is defined as opposite to
”global” in this report. The server then updates the model from
the locally client computed gradients. The other models more
commonly assumed in the feature partitioning case is that of
a distributed model[5]; the goal of the learning process here is
to learn the local parameters of each participating device. The
clients compute embeddings from the local features. These
embeddings are then sent to the server which then sends the
gradients with respect to each embedding to each of clients
for gradient computation and updating of the local parameter.
update[5], [6].

Thus, federated learning helps reduced communication
overhead and improved privacy of the clients as client are
not required to upload their private training data. However,
while the federated settings have proceeded to tackle issues
of communication overhead and privacy, recent works have
pointed to the still remaining concerns with regards to these
objectives.For instance, when the models are complex, the
gradient/parameter dimension grows and practical challenges
of higher communication costs need to be addressed[7]. Ad-
ditionally, it was thought that communication of gradients
would not leak private data of the clients. However, recent
works have shown that communication of gradients presents
possibilities of leakage attacks if the feature space, label
space and model parameters are known by an honest but
curious server[8], [2]. Thus, privacy still remains an important
concern in federated learning. A resulting objective, therefore,
of robust federated learning settings is to ensure development
of mechanisms that ensure: reduction in communication costs
and improvement in providing privacy of local training data.
Additionally, ensuring better test accuracy of resulting model
still remains with the aforementioned objectives. In this report
we consider how these objectives are addressed by two novel
papers in the ever-growing field of federated learning. In



Section II-A we discuss the [1] paper that looks at the efficient
resource utilization to improve communication efficiency in
the horizontal federated learning algorithms. In Section II-B
we look at [2] that considers privacy concern or precisely
the data leakage attacks in the vertical federated learning
setting. We conclude the report in Section III by discussing
the future directions that can be explored from these works.

II. CHALLENGES IN FEDERATED LEARNING
A. Efficient Resource Utilization

1) Problem Formulation: [1] explores the efficient re-
source utilization in the HFL framework.Consider for in-
stance,that there exist /N nodes with local datasets such as

D1,Dsy,...,D;,...,Dn [1]. The local loss function[1] de-
fined at each node is :
1
Fi(w) = o Z fi(w) (1)
J€ED;

For the purpose of notational convenience, we have D; =
|D;|[1]. We also assume that the datasets at each client are
disjoint. The global loss function is the weighted average of
the local loss functions defined as below[1]:
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The objective of the machine learning model is to find the
optimal weights by minimising the global loss function defined
below :

F(w)

w* = argmin F'(w) 3)

The way [1] solves 3 is by the distributed gradient descent
procedure[3].The local parameters are updated by running
gradient descent on the local loss function(4) .The value of
the parameter used for doing update at each iteration depends
whether global aggregation was performed on the previous
iteration or not.If global aggregation was performed then
w,; (t) = w(t) (see (5))else w;(t) = w;(t). The local update
equation is then defined as:

wi(t) = w;(t = 1) = nVF(W, (t — 1)) )
After every 7 iterations we have global aggregation of the
parameters with the following equation:

3 Diwilt)
=S (5)

Typically, for distributed learning,we are constrained by the
resources available at the edges and the server.These resources
can be related to energy consumption for each local update
or related to the maximum running time of local gradient
descent [1]. Particularly, for distributed gradient descent, we
are interested in understanding the trade-off between doing
“local updates and global aggregation” [1] of the machine
learning model under this resource budget constraint.

The nodes perform 7 local updates between every two
global aggregations and 7' is defined as the total number of
iterations the system is running for. Additionally, we define
that the local updates consume ¢ number of resources while the
global updates and aggregation consume b number of resources
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Fig. 3: Illustration of definitions in different intervals.
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Figure 1. [l]Centralised vs Distributed parameters

with the total budget constraint R. Therefore,utilising this
constraint,the objective becomes:
I¥in F(w(T))
’ b (6)
st. T(c+—-)<R
T

2) Main Algorithm: The roots of the development of the
algorithm come from the fact that we know the convergence
bounds on the centralised gradient descent [1] and can use
this to establish bounds in the distributed setting.We assume
that K global aggregations happen in 7T iterations and in each
k € K intervals we compare the behaviour of the distributed
and centralised gradient descent. Consider the equation below
which defines a centralised gradient descent on the global loss
function 2:

vig(t) = viki(t — 1) = nVF(vpg(t — 1)) (7

We compare 7 and 5 to argue for the upper bound on the
convergence of the distributed gradient descent in Theoram 1
below.For each k round the behaviour of the parameters are
shown by Figure 1

Note that we synchronise the weights in each round and
observe the behaviour of the weights in each round.We observe
that the weights in the distributed case diverge from the
weights in each interval as time progresses in each interval as
the data is distributed in a non-IID manner.Theoram 1 gives
an upper bound in this case

Theorem 1:

[[w(t) = vy (O] < h(t = (k= 1)7) (8)
where

h(z) = =((nB) + 1)* — 1) — néx ©)
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The paper assumes that the global loss function is convex,p-
Lipschitz and S-smooth. Another constraint assumed is that
the local gradients have a § divergence from the global
gradients bounded as § = w which allows us to quantify
the upper bound on the weights in Theoram 1. Assuming that
the F'(vyqg(t)) — F(w*) > eforall tand F(w(T))—F(w*) > ¢
we have the bound on the global loss function given by
Theoram 2 [1].

Theorem 2: F(w(T)) — F(w*) < T(wn(l—é)_%@)




Since the optimal point is a constant,[1] solves 6 by using the
upper bound from Theoram 2[1] given by:

. 1
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Utilising the maximum number of iterations 71" for a given
budget and dividing the objective function by % the opti-
mization problem to solve for 7 becomes the following where
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Thus the optimization problem becomes one of solving for

T given the budget constraints. Optimal 7" then becomes 17" =
RT*

cTt*+b
Overall,in a simplified version, the server is aware of the

following information: the resource budget R and the control
parameter . The values of 7 are adaptively controlled by
solving for 11 in every iteration.The systematic procedure at
the server operates with the following steps:

1) The server sends the w(t) and 7 to all the edge nodes.

2) The server waits to receive the local updates w; (t).The
received updates are used to perform global aggregation
and calculate the new weights by 5.Also, the server
receives estimation of local resource consumption c;
from each of the clients.This information,in addition to
local estimate of b is used to calculate the resources
consumed till time t.

3) The clients also send an estimate of the smoothness
constant (; and the gradients VF(w;(t)) computed
locally

4) The server uses this information to calculate an estimate

N . .
of the overall smoothness constant 3 = M

the gradient divergence § = w

5) The quantities above are used to find optimal 7 updates
by solving the equation (11).This 7 is sent to the clients
to perform local updates.

6) There is also a check on the amount of resources
consumed.In the case, the resources consumed have ex-
ceeded the local budget, the proposed method decreases
7 before sending it to the clients and also set a stop flag
to stop the gradient descent procedure.The model then
outputs the final estimation of the parameters w(t).

and

The client side information proceeds with the following infor-
mation:

1) It performs local updates based on 7 number received
from the server and sends the final parameters w; after
updates 7 to the server

2) The client also performs local estimate of the smooth-
ness constant Bl before sending them to server.

3) The client also sends the gradients to the server
VF(w;(tg)) where to is the iteration index of last
transmission of w(t)
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Figure 2. [1]Loss and accuracy performance on SVM

3) Results: The empirical results in the paper show per-
formance of the machine learning model for the proposed
algorithm in the distributed gradient descent scenario. Briefly
we state the results on SVM only.For more detail the reader
is referred to [1].The distribution of the IID and non-IID
ness in the data is ensured by considering different cases
of distribution of data as shown in Figure 2.The results are
evaluated on the merit of performance with respect to loss
and accuracy on setting that assumed a fixed number of local
updates and the adaptive setting assumed in [1].Although
optimal values of 7 vary for each case,we do observe a certain
range of 7 values near which the optima exists for all cases.

B. Data Leakage in Federated Learning

1) Problem Formulation: We discuss the paper [2] to
describe the privacy problem in the vertical federated learning
method.The VFL framework assumed here is defined in the
[4] paper. I discuss the more pertinent steps to discuss privacy
in the report: Since the features are partitioned in this case
amongst the clients, to compute the local gradients at each
client, the server sends a batch of indices sf,a binary vector,
at time ¢ to all parties. This is known as ’data index alignment”
procedure and it helps to sample the appropriate samples at
every client so that gradient can be computed to update the
parameter. In this setting, the we assume a malicious server
that is honest but curious ie: it does not actively affect the
training process but tries to infer the private training data
from each client utilizing its local information about the model
parameters and its gradients This is commonly known as the
”data leakage” problem. Previous works and in particular [8]
were the first to argue an almost perfect data leakage in the
federated setting.Consider for instance in a typical federated
problem, [8] show that generating fake data samples and
minimising the objective function 12 allows for an almost
perfect recovery of the training data.

X"y :argrr/lirllHVW—VW/H% (12)
Xy

However, this problem is intractable if we have large batch
of data 13. The sum and the aggregated numbers do not have



a one- one mapping thus the below problem cannot give a
unique solution:

D' = arg mjn”—
D/
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However,[2] proposes that doing this large batch gradient
computation is not immune to data recovery.The authors
propose a CAFE loss that allow for data leakage in this
scenario.

2) Main Algorithm: CAFE observes that the server chooses
the batch indices and sends them to the client;thus the server
can utilise that information to obtain a stronger recovery.Each
of the clients can a have complex model with many con-
volutional layers and a fully connected one.Figure 3 shows
the model structure at every client. The main algorithm is a
three step procedure: The first step in this procedure is to
recover the gradients of loss with respect to the outputs of
the first fully connected (FC) layer. For a certain client, let us
assume for one sample, that the input to the first FC layer is
h, = h(®.,x,) € R% @, are the parameters of the first FC
layer and u,, denote the output of the first FC layer.

u, =0Th, +b, (14)

For training data D the inputs to the first FC layer are
concatenated as H = [hy,hy, ... hy]T € RV*% and the
outputs are concatenated as U = [uy,u, ..., uy|7 € RV*4
The gradient with respect to the output of the first FC layer
Uis

1
VU£(97 D) = N[vﬂlﬁ(g’ X1, yl)» vllz‘c(('-)7 X2, y2)7
o) VUN‘C(@7 XN, yN)]

For a batch of data in the #** iteration D(s*) we have the
gradients with respect to the bias as

Zs

n=1

15)

Vb, £(© [V, £(©,D(s"))  (16)

The server has access to 16 as clients upload their gra-
dients to the server but it does not have access to
VuL(©, D). The server’s first job is to find an estimate of
VuL(©, D).Therefore,the server generates a random intiliaz-
tion of VyL(©,D) as V = [v1,vy,...,vy]T € RV*% and
solves the following optimization problem:

V' = arg m‘}nEswUnif(S)[HVTSi — Vi, £(©,D(s;)[[3] (17)
We can see that in expectation the minbatch stochastic gradient
descent has similar convergence to the gradient descent algo-
rithm and thus optimising the term inside the expectation will
allow us to converge to the optimum. The authors [2] prove
that if the batch size K < N then the above objective function
is strongly convex and therefore has a unique solution.Thus
this approach is one step closer to achieving the a unique
solution for large batch data size.

First FC 256 nodes

Ve, L(©,D(s))| x4

Figure 3. [2]Model Structure for the VFL case

The second step in this process is to recover inputs to the
first FC layer H.Using chain rule we have Vg, £(©®,D) =
H”VyL(©,D)[2]. The previous step allows us to calculate
an estimate of Vy£(©®,D).Now using the recovered results
we can solve the following optimization problem[2]:

H =arg mln Es, ~unit(s) [/l Z si[n

n=1

b (v;,)"

~Ve,L(®,D(s;)||%] (18)

For 18 the author also argue that if the sample size N < d;
where d; which is the dimension of the inputs to the first FC
layer ie: u,, is smaller than the input size N the above objec-
tive is still strongly convex, guaranteeing a unique solution.

We now utilise these recovered terms to construct the overall
loss function 20 called the CAFE loss [2] and perform the
optimization as 19.Notice that this is an extension to [8] in
that additional regulariser terms have been included.:

’[)* = arg mjn Esq,NUnif(S) fg (T), Si) (19)
D
F3(D;si) = a||VeL(®,D(si) — Ve L(©,D(s;)|[3
+ BTV (X(s1)
N
+5 Y [Isi[n)(h, —hy)[l3 (20)
n=1

The third term in the equation,known as the internal represen-
tation regularizer, is obtained from the previously calculated
steps H and h,, = h®, x,) € R% is the the representation
from fake data .We include another regulariser truncated TV-
norm of X(s;) which is zero if the TV-norm of X(s;) =
{Xn|s;[n] = 1} is smaller than £.Two methods are proposed
to solve the CAFE Loss; one of the methods can be through
the nested loop that does the estimation of the terms H and
VuL(©®,D) separately and then calculates the CAFE loss.
The other single loop procedure does the estimation of the
parameters and solving for CAFE loss in the same iteration.

3) Results: The model structure assumed for all of the
clients assume the structure as in Figure 3 .

Experiments were done using the MNIST,CIFAR-10 and
Linnaeus datasets.We assume that there are 4 workers and
different batch sizes are assumed. The error is measured in
terms of PSNR .Figure 5 shows great recovery for batches
upto size 100.
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;SNR Dataset | (|pAR-10 | MNIST | Linnaeus 5
10 30.83 32.60 28.00
20 35.70 39.00 30.53
40 31.83 43.15 33.22
80 36.87 47.05 30.43
100 38.94 47.50 29.18
Figure 5. [2]PSNR vs Batch Size
PSNR Dataset
CIFAR-10 | MNIST | Linnaeus 5
Method
CAFE 31.83 43.15 33.22
DLG 9.29 7.96 7.14
Cosine Similarity 7.38 7.84 8.31
SAPAG 6.07 3.86 6.74
BN regularizer 18.94 13.38 8.09
GC regularizer 13.63 9.24 12.32

Figure 6. [2]Effect of regularizers
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Figure 7. [2]Performance of CAFE in recovery

We observe that the performance is better than the state
of the art algorithms measured in terms of PSNR values.
See Figure 7 for the comparison. Analysis on the effect of
different regularisers on the performance of CAFE shows the
contribution of the internal representation regularizer to be
most significant in the recovery [2].

III. FUTURE RESEARCH DIRECTIONS

Each paper discusses the challenges prevalent in federated
learning in its own unique ways. [1]Discusses algorithmic
communication efficiency by arguing efficient resource utiliza-
tion in HFL scenario for the distributed gradient descent[1].
Certain assumptions about the smoothness of the function and
consumption capacity at the edge devices and the server is
important for the server to estimate local number of updates
and thus future work can investigate methods that do not
require such an estimation.However,more importantly,this pa-
per considers efficient resource utilization in HFL leaving out
privacy analysis which is discussed in papers like [8]. Partic-
ularly, in HFL we can inverstigate topics like how distributed
gradient descent and the number of local updates have effect

on privacy.One of the more pertinent research direction that
can be directly deduced is to look at how the control algorithm
proposes to solve the privacy problem.Optimising between the
local updates and global aggregation can have effect on data
leakage attacks like CAFE or DLG.

CAFE loss and its performance in HFL can be evaluated as
well.The paper [2] does discuss the fact that if the data indices
are known by the attacker then CAFE can be readily applied
to the HFL setting but how to implement CAFE if the indices
are not known in the HFL setting which is a more typical
case.Another interesting direction is that of extending the VFL
setting that is assumed for a unified model [4] to extend to the
distributed model setting[5].In my view this could be done by
optimising over the embeddings instead of gradients to learn
the distributed model.

Another extension of the robust VFL setting here is that of
arguing for better defense mechanisms.The paper proposes a
defense method of generating fake gradients and compromis-
ing the quality of the leakage attack. A common framework to
quantify the efficacy of defense mechanism is to discuss the
differential privacy mechanism.Methods such as quantization
[7] seem to provide reduced communication overheads but
its privacy arguments are still not discussed widely.[9] have
proposed to investigate the effect of quantization in privacy
but more research can be done in this area.

A more general framework is to develop objectives that
quantify the performance of algorithms that combine each of
the objectives: reducing communication cost and the privacy
setting. Thus,we can use this framework to build robust and
practical federated learning models
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